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The M2M Cook Book
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LET'S COOK A M2M MENU
IN 5 STEPS AND 10 MINUTES




The ingredients vmet

3G Router

OpenVPN Server

computer

3G Mobile
Network

Service F

—~ w‘




The arrangement is key

a

3G Router
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Mobile Network
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Internet Router
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OpenVPN
Server




Step 1: Setting up the server vaet

* Public IP needed Server
— Fixed
— DynDNS

« Connect OpenVPN server
— Using WAN Port

« DHCP client or fixed IP
— DMZ or local lan

« Open one port in the firewall
— Standard UDP 1194
— Sometimes TCP 80




Step 2a: Configure the server
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OpenVPN
Administration
Tunnel Configuration

IPsec
Administration
Configuration

PPTP Server

Dial-in Server

NELG00 NetBox Wireless Router
Software Version 2.5.05
@ 2004-2011, MetModule AG

HOME INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM

[t |

Tunnel 1 Configuration

Qperation mode:

Server port:
Type:

Metwork mode:

Cipher:

Llse compression:

Usze keepalive:
RFedirect gateway:

Protocol:

Authentication:

Apply |

O disabled
O client

@ senver

® standard
O expert

[1194

tun |+ |

® routed
O bridged

BF-CBC

|
|

udp |~ |

cerificate-based

LOGOUT
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Step 2b: Generate keys and certificate pnet

Module HOME INTERFACES ROUTING FIREWALL VPN SERVICES S5YSTEM LOGOUT

system IEESN N T

Settings
Time & Fegion
System Information OpenVPH 1
Restart . N )
= Tunnel 1 is running in server mode (configure)
Authentication
Authentication ® Generate keysicertificates

User Accounts O Upload pre-generated keys/certificates
Femate Authentication

File Configuration Server cerificate: missing
Avutomatic File Configuration Private key: missing
Manuzl File Configuration
Factory Peset CAroot certificate: missing

CAroot key: missing

Troubleshooting
Metwork Debugging

Log Files Create |

Tech Support

Software Update
Automatic Software Update
IManual Software Update

Licensing

Keys & Certificates

NB1E00 MNetBox Wireless Router
Software Wesion 3505
® 2004-2011, Nethaodule AG




Step 2c: Generate client configurations pnet

Module HOME [INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT

Client Networking

OpenVPN
Aclministration
Tunnel Configuration
Client Management This menu can be used to configure a fixed tunnel endpoint address for each client.

You may also specify a network, whose packets should get routed towards the client.
IPsec

Administration

Configuration Select client: Alice [V |

PPTF Server
Dial-in Server Tunnel address: ® dynamic
O fixed
Client network: O none @speciTy

[Netwark: Im,m,o,o
Metrnask: |255.255.255.0

ey e |
| &R

net oo
Module < HOME INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT
Apply | | L T AT
PRY cpener net <ol
- Module <, HOME [NTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT

T ot I N

e

vemask [T s e 0

Apply

HMB1500 NetBox Wireless Router
Software Version 2505
@ 20042011, NetModule AG
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Step 2d: Download client configuration

MOdU|e§\S{; HOME |INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT

OpenVPN Clients Metworking Download

Admiristration
Turnel Configuration
Cliert Management Download OpenVPN Client
Windows
IPsec .
— Linux
Administration
Configuration
Download Expert Mode Files
PFTF Serer
Dial-in Sernver Semver address/hostname: 138.188.32.4

Download |

NEB1G00 NetBox Wireless Router
Software Version 3505
® 2004-2011, NetModule AG




Step 3: Setting up customer side

e Data Sim card needed
— Consumer flat rate

» Connect Computer
— DHCP client or fixed

« Connect older equipment
— RS-232

e Connect antenna
— Short one on device
— Or external with cable

Customer
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Step 4a: Configure router — SIM cards pnet

Module HOME INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT

Sim
WA
Link Managemenrt

Configuration Network Selection

Connection Supervision

MSS 1 MTU

Ethernet S state: ready
Link Settings PIN protection: O enabled
Fort Settings
IF Settings ® disabled
Pl code: I
Mobile
i SIS center number. @ use from SIM-Card (+491770610000 )
Configuration O )
Sl configure
WLAMN
Appl
Administration ﬂl
Configuration
IF Settings
USE
Autorun

Device Server

Serial Port
Settings
Device Server

Digital /O

NELE00 MetBox Wireless Router
Software Version 2.5.05
& 2004-2011, Mettdodule AG




Step 4b: Configure router — providerss pnet
il I A

n
Module HOME INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT

Profile and Fallback Management

WAR .
Link Maragement You don't know these settings? Load them from our database.

Cannecion Supervsion Parameter rimery (S S

MSS | MTU

Phone number: I*gg***l# I*ggw*l#
Ethernet U ) -
Link Settings Sername. Itestproﬁl I
Fort Settings
FPasswaord:
IF Settings I......... I
Mobile Access point name: |corporate.swisscom.ch |
Administration Authentication method: CHAP [v PAP+CHAP Iv |
Configuration
Sl Call to ISDH: m 0O
WLARM IP header compression: O N
Administration -
Configuration Software compression: O O
IP Settings
" PPP DNS query:
UsSE o
Enable specific client IP address:
Altorun . D D
Device Server Specific client IP address: I I
Serial Port Profile switch condition: Never [v| Never [v|
Settings

Device Server

Appl
Digital O ﬂl

NB1G00 MetBox Wireless Router
Software Vesion 3.5.05
B 2004-2011, MetModule AG




Step 4c: Configure router — connection Mo

Module HOME INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT

Administrative Connection Status

WA
Link Management Administrative connection status: ® enabled, permanent
Connection Supervision O T
WSS 1 MTU enabled, dial on demand
O disabled
Ethernet ; .
Redial aftempts: O endless

Link Settings

Port Settings ® numbered |2
IF Settings
" Dial on demand idle timeout; Il (minutes)

Mohile o .
Administration Application area: O mobile

Configuration ® stationary

Sl i -
Senice type: 3G (UMTS) first |

WLAM
Adrministration
Configuration Apply
P Settings

USE

Autorun
Device Server

Serial Port
Settings
Device Server

Digital 10

NELE00 MetBox Wireless Router
Software Vesion 3505
@ 2004-2011, Metodule AG
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Step 4d: Configure router — connectior

Module HOME INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT
WAN Link Management
VAN
Link Management This menu can be used to define and prioritize your WAR links. Depending on your hardware, you can choose from
Connection Supervision Mobile (GSWMIUMTS), WLAN, Ethernet and PPPoE. WAR links have to be configured and enahled before adding them.
WSS | T Incase alink goes down, the system will autormatically switch over to the next link in the priority list. You can configure
each linkto be either established when the switch occurs or permanently in order to minimize link downtime.
Ethernet
Lirk Settings
Fort Settings Prioritization Settings
IF Settings
Administration o
Configuration 1st priority: Mobile [7 permanent
Sl
2nd priority: None [*
WLAM e
Administration 3rd priority. Mone [*
Canfiguration -
IP Settings 4 priorily: None
LUSE
Avtorun
Device Server Apply |
Serial Port
Settings

Device Server

Digital 10

HMEB1500 NetBox Wireless Router
Software Version 3505
@ 2004-2011, Nethodule AG
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Step 4e: Configure router — VPN
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OpenVPN
Administration
Tunnel Configuration

HOME

vt |

Tunnel 1 Configuration

INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM

LOGOUT

Psec Operation mocle: ) disabled
Aclministration ® client C standard
Configuration O zemver ® expert
PPTF Server
Dial-in Server

Expert mode file (zip): I

Browse... |

Apply |

NEL1E00 MNetBox Wireless Router
Software Version 2.5.0.5
@ 2004-2011, Hethodule AG




Step 5: Configure service PC ., et

e Install OpenVPN GUI 4 h

— WWW.openvpn.se
 Load client configuration
e Start OpenVPN GUI and connect

* If remote serial is used ‘
— Install and configure VSP3 \ v-

e Start your application
e...and...

Service PC
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..see who Is sitting at the table.

MOdU|e€9ﬂS{§ HOME INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT

Administration
Tunnel Configuration
Client Management

Client Management

IPsec -
[alice not connected

Administration
Configuration

A

|Bob notconnected

FPFTF Server

A

IE\.«'e from 213.193.75.182 (10.8.0.10) since 2011-11-24 12:09:00

Dial-in Server

|CHent4

[clients

[clients

[client7

|CHent8

|CHent9

OoO0ooooao

|client10

Apply | Refresh |

NE1600 NetBox Wireless Rauter
Software Version 3505
@ 2004-2011, Hethodule AG
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This was the M2M Menu




