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Die Zutaten

3G Router

OpenVPN Server

3G Mobile
Network
Service PC
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Der Schlissel ist die Zusammenstellung

Service

Mobile
Network

Internet

Server
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Schritt 1: Aufsetzen des Servers

« Offentliche IP wird benétigt
= Feste IP
= Oder dynamische mit DynDNS

* OpenVPN Server anschlieBen
= DHCP client oder feste lokale IP
= In die DMZ oder das lokale Netz

* Portweiterleitung in der Firewall einrichten
= Standard OpenVPN UDP 1194
= Selten wird auch TCP 80 verwenden

Server
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Schritt 2a: Server konfigurieren

n gg
Module HOME INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT
OpenvPll Tunnel 1
Adninistration
Tunnel Configura Tunnel 1 Configuration
IPsec Operation mode: O disabled
Administration O elient @ standard
Configurai © sener Oexpert
PPTP Semv
Dialin Server Sener port 1194
Type: tun |~
Network mode: @ routed
O bridged
Cipher, BF-CBC I~
Use com pression
Use keepalive: O
Fedirect gateway: O
Protocol: udp|~
Authenticafion certficate-based
Apply
1B 1500 Hett
Software Ve
©2002-2011, Hetodule AG
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Schritt 2b: Schllussel und Zertifikate erstellen
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System
Setiings
Time & Region
System information
Restart

Authentication
Authetication
User Accounts
Femote Authertication

File Configuration
Automatic File Configuration
Manual File Configuration
Factory Reset

Troubleshooting
Metwork Debugaing
Log Files
Tech Support

Software Update
Automatic Software Update
Manual Software Update

Licensing

Keys & Certificates

B 1600 HetBon Wireless Router
Software Version 3505
©2004-201L, Nethlodule AG

HOME INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT

OpenVPN 1

Tunnel 1 is running in server mode (configure)

@ Generate keysiceriificates
QO Upload pre-generated keys/ceriificates

Sener cerliicate: missing
Private key: missing
CAroot certficate: missing
CAroot key: missing

Create
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Schritt 2c: Konfigurationen fur Klienten
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OpenVPN
Administration
Tunnel Configuration
Cliert Management

IPsec
Administration
Configuration

PPTP Senver

Dial-in Server

HE500 NetBax Wireless Router
Software Version 2.5.0.5
©2004-201, Nsthlodule AG

HOME INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT

I e |

Client Networking

This menu can be used to configure a fixed tunnel endpoint address for each client
You may also specity a network, whose packets should get routed towards the client

Selectclient Alice

Tunnel address: ® dynamic
Otixed
Client network: Onone @ speciiy

R T E—
Weimask.  [355,255,255.0
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Schritt 2d: Klientenkonfiguration speichern
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HOME INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT
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Download Expert Mode Files
PPTP Server

Dialin Server Sener address/hostname 138188324
Download

Schritt 3: Kundenseite konfigurieren

* SIM Datenkarte wird benétigt
- Konsumer Flatrate
* Computer anschlieBen
= Ethernetschnittstelle
= DHCP Client oder feste IP
* Altere Gerite anschlieBen
= RS-232 Schnittstelle
* Antenne anschlieBen
= Stummelantenne am Geréat
— Oder externe Antenne

netg?\;g
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Schritt 4a: Router konfigurieren — SIM Karte

et

WAN
Lirk Managemert
Connection Supervision
WSS {TU

Ethemet

P Settings

obile
Admiristraion
Configuration
e

WLAN
Adniristration
Cenfiguration
P Settings

use
Autorun
Device Server
Serial Port
Settings

Device Server

Digital /0

1E1500 HetBlax Wil ecs Routar
Softuare Version 35.0.5
©2004-2011, Nethiodule AG

HOME INTERFACES ROUTING FIREWALL VPN SERVICES

sm

Configuration Network Selection

SIM state ready
PIN protection: O enabled
@® disabled
PIN code: —

SHIS center number. @ use from SIM-Card (+491770610000)

QO configure

Apply

SYSTEM

LOGOUT
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Schritt 4b: Router konfigurieren — Anbieter
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WA
Link Management
Connection Supervision
WSS | MTU

Ethernet
Link Settings
Port Setings
P Settings:

Mobile
Administration
Configuration

Sid

WLAN
Administration
Configuration
IP Serings

use
Autorun

Device Server

Serial Port
Setings
Device Server

Digital VO

NE800 NetBa Wireless Router
Softwase Version 3505
©2004-2011. Hethiodule AG

HOME INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT

Profile and Fallback Management

You don't know these seftings? Load them from our database.

Paramster PrmayProfle  RabackProfle
Phone number: [emins | R

User name: Jtestprofi [

Password [esvescece [

Access point name: [corporate swisscom.ch [

Authentication method CHAP I~ M‘

Call to ISDN: O ]

IP header compression O m]

Software compression:

PPP DNS query:

Enable specific client IP address;

Specific client IP address: I I

Prafile switch condition Never |

Never

|

Apply
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Schritt 4c: Router konfigurieren — Verbindung

Module HOME INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT
Staws

WAN

Link Managemert Administrative connection status: @® enabled, permanent

Connection Supervision ’

MSS { MTU O enabled, dial on demand

O disabled

Ethemet

Link Settings Fedial atempts Oendless

Port Settings ®numbered  [2

" serings Dial on demand idle timeout )
Mobile .

Admpistration Application area: O mobile

Configuration ® stationary

Senice e 3G (UMTS) first [

WLAN

Administration

Configuration Apply

F Setings
use

Autorun

Device Server

Serial Port
Setings
Device Server

Digital 110

NE1600 HetBox Wirsless Router
Software Verion 35.0.5
©20042011, Hethodule AG
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Schritt 4d: Router konfigurieren — Verbindung

Module HOME INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT
WAN Link
van
Uik Wanagement This menu can be used to define and prioritize your WAN links. Depending on your hardware, you can thoose from
Conneetion Supersion Mobile (GSH/UMTS), WLAN, Ethernet and PPROE. WA links have to be configured and enabled before adding them
SS 1T In case a link goes down, the systemwill automatically Switch over to the next link in the priority list. You can configure
each linkto be either established when the switch occurs or permanently in order to minimize link downfime
Ethernet
Link Seftings
Fort Settings Prioritization
P Sefings
Admiristration )
Configuration Lst priomy Mobile e permanent
el
2nd priority None [~
WLAN
Admiristration 3rd priority None hd
Configuration —
P Setinge atn proriy e
Use
Autorun
Device Server Apply
Serial Port
Setings

Device Server

Digital 0

NB60D NetBaox Wirelsss Router
Sofware Vesion 3505
©2004-2011, Hetlodule A

net

28.01.2013



Schritt 4e: Router konfigurieren — VPN

[ I A
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HOME INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT

Tunnel 1 Configuration

Operation mode

Expert mode file (zip): Browse...
Apply

Schritt 5: Service PC Einrichten

* OpenVPN GUI installieren
= www.openvpn.se Service
* Client Konfiguration laden
* OpenVPN GUI starten und
verbinden
* Wenn Fernzugriff auf die serielle
Schnittstelle benétigt wird:
= Install and configure VSP3
= www.hw-group.com
* Applikation starten
...und...
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...im Server sehen, wer am Tisch sitzt.

Moduleé%g HOME INTERFACES ROUTING FIREWALL VPN SERVICES SYSTEM LOGOUT

openven Clients ‘
Administration
Tunnel Configuraion
Clen Managemen:

Client Management

Enabled Client
IPsec e | rotcomnested
Adniristration
Configaration Fob not connected
PPTP Server [Eve from 213.193.75.182 (10.8.0.10) since 2011-11-24 12:09:00

Dial-in Senver

[ehenea
[eents
[ehenss
ferencr
[erenes
[erenes
[erento

[m]
[m]
[m]
[m]
[m]
[m]
[m]

Apply | _Refresh

11B1600 NetBox Wirslsss Router
Sofuware Venion 3505
©2004-2011, Hethlodule A5
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Das war das M2M Menu




